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Tutorial 1 - Modifying Popup Title (VIDEO)

B | Dialog As Main
Options

Amod Sachintha

I've used OllyDbg to rename the popup dialog box’s name. This can be simply achieved by
searching for strings used within the program.

E Text strings referenced in FirstPro:.text E’-H
Address |Disassembly Text string A
00401000|PUSH O ] [(Imtial CPU selection)
00401062 MOV DWORD PTR 55: [EBP-C],FirstPro.00403( ASCII "MyMeru”
00401063 MOV DWORD PTR 55: [EBP-8],FirstPro.00403{ ASCII "DLGCLASS"
O 0L0AS |PUSH FirstPro. 00403000 ASCIT "MyDialog” }
O40L1FS |PUSH FirstPro.00403009 ASCII "Dialog As Main™
W
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https://amodsachintha.github.io/assets/ohts-rev/tutorial1.mp4

The search for referenced strings were done by right-clicking on the debugger window
with the module FirstPro loaded. The module “FirstPro” is the application we're trying to

After the search was done, the referenced text “Dialog as Main” was found to be the Title

modify.
of the popup dialog.

7TC. ES JEOZO000 |CALL <10 .dkermne 132.ExI1tProcess>
Clps 55 PUSH EBP

p|] . 8BEC MOV EBP ESP

FIl . 83C4 AC ADD ESP,-54

2|l « €745 DO 300004 MOV DWCRD PT B“h'p

9]« €745 D4 03000{MOV DWORD PT C

0[] . C745 D& AS114{MOV DWORD PT opy

7|] . €745 DC 00OOO{MOV DWORD PT

5||. FF75 08 PUSH DWORD P

8|| . BF45 E4 POP DWORD PT Label

IBl] - €745 Fo 10000{moV DWORD PT!

2|] . €745 F4 09304{MOV DWORD PT Breakpoint

9|] . €745 F3 00304{MOV DWORD PT

o[l . 65 007FO000 |PUSH 7FDO

5|]. 6A 00 PUSH 0 Search for

7|1 . ES 0CO20000 [CALL <P .&u

c|| . ss4s es MOV DWORD PT. Find references
FI| . 8945 7C MOV DWORD PT

2|l . 68 0O7FO000 |PUSH 7FO00 View executable file
7|l . 6A 00 PUSH O

9|| . ES Fic10000 [CALL <IWP.2u Copy to executable file
£[] . 8945 £C MOV DWORD PT

1|] . 8045 DO LEA EAX DWOR Goto

2]l . 50 PUSH EAX

s|| . ES 06020000 |CALL <3WP.2u

All . ES 4FD20000 |[CALL <wP.&c Hex

F|| . 64 00 PUSH O

L[| . & 00 PUSH O

3||] . ea oo PUSH O Tet

S|] . 68 10304000 PUSH Tutoria Short

All . FF35 28304000|PUSH DWORD P

o[l . €8 90010000 |CALL <IWP.&u

s|] . 8945 8O NOV DWORD PT Long

Float
1. ModuleEntriPoint> Disassemble
- Special
Appearance

||.Ex1 TProcess
X :
>
] Fill m 00's

> Fill with FF's

Binary copy

Ctri+R Binary paste

" prERROY

ISExA
ntrols

ULL
L

v v v

‘MyDialog"
0000
ParamA

v

-

The selected text was then edited.

Edit data at 00403019

AsCH |OHTS OLLYDEBUG

UNICODE |

HEX +0E
55 47

W Keep size

4F 48 54 53 28 4F 4C 4C 59 44 45 42

K Cancel
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The red colored text in the ASCII strings shows that it was recently modified.

After this modification was done, the program was run. The popup dialog has the

modified text!

OHTS OLLYDEBUG

Amod Sachintha

N

X
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Tutorial 2 - Bypassing Serial (VIDEO)

| P (NO N8B NE A NS PO GE GY

Enter Registration Code = X

(EQ)

E
mon
roo
Hom

b
g

JIZEBOX | WS_SYSMENU | WS_THICKFRAME

LastErr ERROR_SUCCESS (00000000)
£6) (NG B NE A NS PO GE G

Enter Registration Code - X

That serial is incorrect

MIZEBOX | WS_SYSMENU | WS_THICKFRAME

This executable asks for a serial in the registration dialog which I've used OllyDbg to
circumvent. The process is as follows.

Firstly, running the program with a wrong serial gave me a string namely “That serial is
incorrect” which I was able to search and find within the application module.

MOV DWORD PTR SS: ~C] ,FAKE, 00403026
9 MOV DWORD PTR SS:[EBP-8] ,FAKE.00403000
PUSH FAKE.0040300F "Our n Wi
PUSH FAKE,00403000 "SimplewinClass”

PUSH FAKE.00403030 1alog”
PUSH FAKE.00403052 “That serial is correct!!!!!"
PUSH FAKE.D0403039 "That serial is incorrect”
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https://amodsachintha.github.io/assets/ohts-rev/tutorial2.mp4

Double clicking on the relevant string moved me to the corresponding address on the
dissembler code.

OUSULILU
00401222
00401227
0040122C
0D40122F
00401234

00401238

PUSH FAKE.Q0403052
PUSH 0BES ‘En
PUSH DWORD PYR SS: [EBP+8]

CALL <P .auser32, SetD]oltenTexts>
WP SHORT FAKE.00401248

PLSH OBES

00401240 PUSH DWORD PTR SS: [EBP+8]
00<01243|) . ES 68000000 |CALL <JWP.&user32. SetD191belTextA> SetDlgltenTexta
00401248/ | SuEB 09 WP SHORT FAKE.00401253

Text = "That serial is correct!!!!I"
[ControllD = BB8 (3000.)
Wrd

SetDlgltenTexts

Since the serial was being matched to validate it, I looked for Comparisons (CMP) on the
Assembly code. This revealed multiple CMP operators within the vicinity of the strings
that were searched.

hosoiirc||. ES 85000000 |CALL <IMP.&user32.GetD]gItesTextAs I.G.tD'IgItomTh:tA
201201{] . 8B1D 78304000 Mov EBX DWORD PTR DS:[403073]

W401207(] . S8OFB 61 BL,61

0401204 m SHORT FAKE.00401

(40120¢|| . 881D 79304000/MOV EBX,DWORD PTR Ds:toosonl

pO401212|) . SOFB 62 NP BL, 62

(401215 .~75 1F INZ SHORT FAKE.00401236

0401217|] . 881D 7A304000| MOV esx om PTR DS:[40307A]

b0401210D(] . 63 CWP B

pot01220|] .78 14 INZ 91&7 FAKE.00401236 i
0401222|] . 68 52304000 |PUSH FAKE. 03052 Text = "That serial is correct!!!!!"
po401227|] . 68 BSOBOODO |PUSH 0BBS Conlro]ID = BB8 (3000.)
hodo122c|] . FF75 08 PUSH DWORD SS: [EBP+8

POL0122F(] . EB 7CO00000 |CALL <JWP.&user32. SetD'lgIte-Textlo SetD‘lgItesTextA
pos01234 || . EB 12 NP snm'r FAKE ooamz

0401238 a

pos01240|| . FF75 08 PUSK DwRD PTR SS:[EBP+S Hwind

pOL01243|) . ES 68000000 |CALL <IMP.&user32, SetD]gItelTextb SethlglitenTextas

M4 01248 "'E 0 _J: ?:g!"l: FAKE,. 00401253

Looking closely into the Jump (JNZ) call, the address it jumps to is ©x00401236, which
corresponds to the block of code that says “That serial is incorrect”.

00401243
00801 ’4 g

TL,0%

PUSH 0888

PUSH DWORD PTR S5: [EBP+8]

CALL <IWP.&user32. SetD1gIte-TextA>
Jll’ sum'r FAKE oo4m.z

PUSH DWORD PTR SS: [EBP+8]
CALL <JMP.&user32. SetMgI’oe-Textb
NP SHORT FAKE,00401253

Text = "That serial is correct!!!!I"
ControllD = BBS (3000.

Wnd
SetDlgltenTextA

\.ontvc e Ul €
Seﬂ)'IgIteﬂ‘rextA
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Since after each comparison there’s a Jump (JNZ) instruction to the “incorrect block” of
code, I toggled a breakpoint well before the comparisons happen. The motive for this was
to manually step into each instruction and block all Jumps (JNZ) to the “incorrect block”

of code.

FC]] . E8, 85000000 TCALL <IWP ,Buser32.GetD IgitemiextAs
s BRI VEVALAAN WM PRV ROAn YR Rs’( 7s]

Backup
Copy
Binary
Assemble
Label

Comment

Hit trace

Run trace

New ongin here

236

5 $:0403079]
236

> 5:[40307A]
236
P+8]
tD1gItemTextA>
248

> Toggle

> Conditional

> Conditional log
Run to selection

Ctrl+Gray *

LGetD IgitenTextA

[Ti; teo1iD = 888 (000
S;;'tf;1glte—7e wta
F2 s incorrect”
Shift=F2
Shift-F4
Fd

After the breakpoint was set, the program was executed. After entering some arbitrary

string in the registration dialog, the breakpoint was triggered and execution was paused.

From that step onward, I manually stepped over instructions. Once a JNZ instruction was

reached, I manually averted the Jump into the call by altering the “Z” register in the
application preventing the Jump.

Jump “Z” register is set to Toggle Z register to “1”, Jump is
Taken jump this prevents the j )ump prevented
me s PR | (SR e
) A 1t O
e o0 e |10 S 005 IR0 SR
Jump 15 take A0 SS 0028 32bit O(FFFFFFFF) Z LI DS O02B 32b1t OLFFFFFFFF) : 18 :
00401236=F)Kf\0 Z K DS 0028 32bit O(FFFEFFFF) S O FS 0053 32bit 22C000(FFF) 00201236=FAKE. 000
3 FS 0053 32bit 22C000(FFF) T O GS 0028 32b1t O(FFFFFFFF)
T 0°°GS 0028 3%bit O(FFFFFFFF) | D O

Do

After repeating this process until all Jumps to the incorrect block was prevented, the
application was set to run normally.

INZ SHORT FAKE.00401236
PUSH FAKE.O00403052

PUSH OBBS

PUSH DWORD PTR S5S:[EBP+8]

CALL <J¥P.&user32. SetD’IgItenTexbb
INP SHORT FAKE,0040124

PUSH FAKE.00403039

PUSH 0BB8

PUSH DWORD PTR SS: [EBP+8]

CALL <JMP.&user32. SetD]gItenTextb
INP SHORT FAKE.004012

[‘rut = 'fTbnt nr}a'l is correct!ll|I”

Setﬁ1glte-‘-’ex:t-'-
Text = "That serial is incorrect”
[,u« rollD = BBS (3000.)

wWra
SetDlgltenTexta
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It then showed that the serial was correct. The Application is now CRACKED and

bypassed!

IZ. DS 0028 32bit O(FFFFFFFF)
S0 CS 0053 3%mas 2ICNONIEEED

Enter Registration Code

l'l'hal serial is correct!!!!

Exit

i

SUTUTONT T =T
FCW D27F Prec NEAR 53 Mask 11111

741!

ECBS [RETLRN to user32.741EEMBB
OBCE

3 Our Main Window...

File Register
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